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ABSTRACT

Asvariouswireless networks evolve into the next generation to provide better services, a key technology, wireless mesh
networks (WMNSs), has emerged recently. There are number of issues in the deployment of WMNs. Amongst others
security is quite a serious issue. Authenticating the users and devicesin the network is a key point of network security.
|EEE 802.11s mesh networks do not have any well defined or specified security architecture which can cater to large
number of diversified applications. Asthe major characteristic of WM Nsis multihop therefore using the 802.11i asthe
security standard isinadequate to provide security in Wireless Mesh Networksprimarily because 802.11i was designed
with the central security mechanism. In this paper a new approach using threshold authorization model with Clustered

Certificate Authority is proposed which catersto the best of both the centralized and distributed architecture.
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I. INTRODUCTION

NUM EROUS opportunities are being offered by emerging

wireless technol ogies to develop quick infrastructures in order
to immediately deploy important and useful community
services. One big challenge is to provide a possibility to build
a network that can grow in terms of coverage to offer service
access (i.e. internet access) for a large number of people with
different needs. Wireless Mesh Networks (WMNSs) offer a
solution with a promising future to this challenge. WMNSs are
undergoing rapid progress and inspiring numerous
deployments as they deliver wireless services for a large
variety of applications in Metropolitan Area Networks
(MANS) and Loca Area Networks (LANs). WMNSs consist of
mesh routers and mesh clients, where mesh routers have
minimal mobility and form the backbone of WMNs. This
architecture comprises of a set of access points (APS)
interconnected using any of the wireless technologiesi.e. Wi

Fi or Wi max etc. The wireless hot spot (coverage area of a
single AP) in case of Wi-Fi and Wi max networks is up to 100
m and 48 Kms respectively.[1]

WMNs are however not ready for widescale deployment
due to security challenges that specifies to kind of this kind of

networks. The architecture inherits several authentication
related problems being partialy infrastructure less and open
medium. This paper reviews the existing authentication technique
for single hop WMNSss highlighting its unsuitability for multi-hop
scenarios. A new authentication scheme is proposed and its
security analysisis carried out.

. EXISSTNGAUTHENTICATION MODELS

A.  Centralized Authentication Model

Now we briefly discuss the centralized authentication model
in WMNs. The implementation of AAA-server for
authentication, authorization and accounting of users and
devices can be inside the WMN (implemented in the mesh
point) or it can be outside of WMN but accessible through an
IP network via mesh portal. There is a little difference
between authenticating a mesh point as well as mesh access
point and a simple station. The authentication [8] is always
performed with the server, but with the direct communication
between mesh points. The basic theme of security association
in centralized authentication model in a WMN is taken from
the security association establishment in IEEE 802.11i.
802.11s [9, 10] WMN comprises the features of both ESS and
IBSS configurations of |IEEE 802.11i. As we know that
802.11s is implemented over the 802.11i security architecture,
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we assume that Authenticator and Supplicant part are
implemented in each MP.

Hence, during each link establishment process, the '802.11i
Authentication and Key Management’ step includes two
independent |EEE 802.1X authentication processes carried on
with the server, each step resulting with a Pair wise Master
Key Security Association. In first step, the 1EEE/802.1X
authentication between initiator mesh point( as supplicant )
and the AS through peer mesh point ( as authenticator ) and in
second step , IEEE/802.1X authentication between peer mesh
point ( as supplicant ) and the AS through initiator mesh point
(‘as authenticator ). In aregular Pair wise Master Key Security
Association  establishment, an IEEE  802.1X/EAP
authentication is used.

Aswe know that WMNss are distributed in nature. Because of
this distributive property of WMN, it requires some additional
necessities on authentication. Such networks need to be self-
organized and need to support distributed Authentication. One
more fact is that the node mobility and rapid links they
establish with neighboring nodes require freedom from central
entities. The main reasons to go for distributed authentication
because first, the centralized authentication server (AS) means
every time when two mesh points wants to establish a link
between them, and mutually authenticate [11] each other, they
need to exchange the authentication information with the
central authentication server. To complete this procedure
having the WMN architecture in mind require multi-hop
authentication capability to give the authentication
information to the server every time when the peer mesh
points are multi-hops away from the central AS. To provide
such functionalities under the WMN environment where the
link establishment rate is very high would definitely cause
traffic congestion problems in the network. Second, the issue
of single point of failure, the presence of a centralized AS
means that during any mesh points authentication, the MP
needs to provide authorization credentials to AS. The AS is
hence the only entity in the network that can authenticate a
new MP. In that case, if the AS breaks away, the
authentication of new MPs to the network is impossible.
Moreover, if the AS is compromised, the whole authorization
scheme fails. At last the issue of saving credential, the
presence of a centralized AS means that the AS is the only
entity in the network that is &le to verify the validity of the
credentials that means saving the credentials of all authorized
mesh points the central AS which is a very unpractical
procedure in the case of alarge scale network.

B. Distributed Authentication Model

As the Distributed authentication model is concerned there is
no centralized AS and it can easily relate with the case of
IBSS under 802.11i. The functions of server should be
supported by each mesh point in the WMN. Therefore each
mesh point should be able to act as Supplicant, Authenticator
or as an Authentication Server during the authentication
process. The same RSNA security association specifications
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are applied in the Distributed model as they were in the central
model except for the central AS. Here the mesh points plays
the role of Authentication Server as mentioned earlier. In

every link establishment process the '802.11i Authentication
and Key management’ steps results with a pair wise master
key security association, followed by pair wise transient key
security association and group wise transient key security

association. Every mesh node should establish a link, thus a
table is required to handle multiple security associations that
should be implemented in each mesh point.

When |EEE 802.1X authentication is used each mesh point
requests its local IEEE 802.1X entity to create a Supplicant

port for the peer MP. The Supplicant port will initiate the
authentication to the peer MP by sending an EAPOL-Start
message. The mesh point also request its local |IEEE 802.1X
entity to create an Authenticator port for the peer MP on

receipt of an EAPOL-Stat message. Upon initia
authentication between any two mesh points, data frames,

other than IEEE 802.1X messages, are not allowed to flow
between the pair of MPs until both MPs in each pair of MPs
have successfully completed Authentication and Key
Management and have provided the supplied encryption keys.

On the other hand everything has its own drawbacks so the
distributed authentication model. In this model the trust is

based on the transitivity that means any member of the WMN
can issue a certificate for a new member if he trusts him. The
certificates are issued to each other based on their personal

relationships. Each time when two members want to
authenticate each other, they look for a series of certificates
(transitive) between them. Considering the WMN architecture
this kind of chain-of-trust relationship can lead into situation
of network congestion where the chain contain multi hop link
between two end members. Permit one member to decide
about the issuing of another member’s certificate also lead to a
high probability of security breaches.

Going back to the IEEE 802.11s authentication schemes
there are two kinds of authentication schemes: the centralized
and the distributed schemes.

The centralized scheme requires that each device seeking
access to the WMN should prove possession of a valid
certificate to a Central Authentication Server. The link
establishment between any two mesh nodes is possible only
after a successful authentication of both devices to the Central
Server using valid certificates. [1]. On the other hand, the
distributed scheme requires that each device seeking access to
the WMN should prove possession of a valid certificate to
each MP with which it wants to establish a link. The link
establishment between any two mesh nodes is possible only
after a successful authentication of both devices to each other
by exchanging and verifying valid certificates.

Drawbacks of existing models are follows:
a. Fully centra
i. Traffic congestion.
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ii.What if Authentication server iscompromised?
iii.Saving credentiadls of al Mesh Points at
Authentication Server side is unpractical in case
of large scale networks like WMNSs.
b. Fully distributed
Transitivetrust or chain of trust.

I11. THE PROPOSED THRESHOLD AUTHORIZATION MODEL

A threshold authorization model with Clustered CA would
stand midway between the two considered extreme models: It
enforces a security policy that requires a K members
collaborative decision for issuing, renewing and revocation of
certificates. Hence, the decision making is neither fully
centralized nor fully distributed (Chain-of-trust case). In fact,
a threshold authorization scheme employment in a WMN
would ensure the distribution of trust among the network
members, without relying on transitive trust. This way, the
authorization privileges are neither restricted to one
certification authority, however, they are not fully distributed
in away to allow one member to grant a valid certificate to a
new user. [2]

Mesh network of ‘n’ nodes is considered. Each node has its
own public/private key pair. One extra key pair is generated.
Our software generates transparencies of key/image. Each
node receives the transparency meant for it. When a new
computer wants to become part of the wireless mesh network,
it sends requests to the members of that network. Each
contacted node encrypts the transparency with its private key
and sends its public key with it (or public key can be
announced in a different manner). The new computer decrypts
the transparencies and combines them to form the original

key.

If this key is same as original key the new computer is
authorized and is added to the existing wireless mesh network.

The technique allows a black and white secret image to be
divided as n image shares so that:
i.any k image shares (k = n) are sufficient to reconstruct
the secret image in the lossless manner and
ii.any (k - 1) or fewer image shares cannot get enough
information to reveal the secret image.

It is an effective, reliable and secure method to prevent the
secret image from being lost, stolen or corrupted. In
comparison with other image secret sharing methods, this
approach’s advantages are its large compression rate on the
size of the image shares, its strong protection of the secret
image and its ability for the real-time processing.

A. Secret Sharing Schemes

We now present a reliable image secret sharing method
which incorporates two k-out-of-n secret sharing schemes:
i.Shamir’s secret sharing scheme and
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ii.Matrix projection secret sharing scheme.

The technique allows a colored secret image to be divided
as n image shares so that: i) any k image shares (k = n) are
suf?cient to reconstruct the secret image in the lossless
manner and ii) any (k - 1) or fewer image shares cannot get
enough information to reveal the secret image. It is an
effective, reliable and secure method to prevent the secret
image from being lost, stolen or corrupted. In comparison with
other image secret sharing methods, this approach’s
advantages are its large compression rate on the size of the
image shares, its strong protection of the secret image and its
ability for the realtime processing.

B. Shamir’s Secret Sharing Scheme

Shamir developed the idea of a (k, n) threshold-based secret
sharing technique (k = n). The technique allows a polynomial
function of order (k -1) constructed as, [7]

f(x)=do +dx + d2X2+ oot die 1)8(_ l(mod p),

where the value d, is the secret and p is a prime number.
The secret shares are the pairs of values (x,y;) where y; =f(%),
l=i=nand 0 <x <X ...<X%, = p- 1. The polynomial function
f(x) is destroyed after each shareholder possesses a pair of
values (X,yi) so that no single shareholder knows the secret
value dO. In fact, no groups of k - 1 or fewer secret shares can
discover the secret dO. On the other hand, when k or more
secret shares are available, then we may set at least k linear
equations y; = f(%) for the unknown d;’s. The unique solution
to these equations shows that the secret value d, can be easily
obtained by using Lagrange interpolation.

Shamir's Secret Sharing Scheme (SSS) is regarded as a
Perfect Sharing Scheme (PSS) scheme because knowing even
(k - 1) linear equations doesn’t expose any information about
the secret.

C. Matrix Projection Secret Sharing Scheme

Bai developed a SSS using matrix projection. The idea is
based upon the invariance property of matrix projection. This
scheme can be used to share multiple secrets, and detail of the
scheme can be found in [6]. Here, we brie?y describe the
procedure in two phases:

Construction of Secret Shares from secret matrix S

1. Construct a random m x k matrix A of rank k
wherem>2(k - 1) - 1,

2.Choose n linearly independent kx1 random
vectorsxi,

3. Calculate share vi =(Axx)(mod p) for 1 =i =n.

4. Compute S=(A(A’A) *A")(mod p),

5. Solve R =(S- $)(mod p),

6. Destroy matrix A, xs, $, S, and

7. Distribute n shares v to n participants and make
matrix R publicly known.
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Dt o RS
Secret Reconstruction C\{;}

1. Collect k shares from any k participants, say the 5
shares are vy,v5,...,vx and construct a matrix B = —

[viv2...vk]. Wodal s
2. Calculate the projection matrix S = (B(B' B) !B’ b
ﬁ-‘ ‘ ety

)(mod p),
3. Verify that tr(S)=k, and
4, Compute the secret S=(S+ R (mod p)

IV. IMPLEMENTATION OF THESCHEME IN THE NETWORK Q
8 -—
A. Construction of Secret Keysfor Sharing

i. Thereis an authentication server which distributes the
keysto all the nodes. It has a secret key Swhichis

used for the construction of the keys. The secret key o . .
isam X m matrix. ii. This node communicates with all the other nodes. (Fig 3)

ii. Initially it assumes am X k matrix A with arank k. Here l—

Figure 2: Entrance of hew node

m should be greater than 2k-3.
iii. Now it chooses n independent k X 1 vectors xi. Next vi is [
calculate using the formulae vi==(xi * A)mod p S
Feiwl

where 1<=i<=n. ——
iv. Thisgives us n keys that can be distributed among n \ /
nodes. (Fig1) . -
-'"-‘"-—-.._.. =
s S e

P'I'-‘LT - Wemd
= O
1)
S S
‘a Wl Figure 3: Inter-node Communication begins
Sy Y iii. Then some of the nodes send their key to the
g g authentication server to allow the new node. (Fig 4)
& S iv. If the number of nodes allowing is greater than or equal
to threshold value k then the new node is allowed to
Figure 1: Construction of secret Keys enter otherwise not.
v. Let the server receives k keys. Le the keysbev1,v2...vk.
v. Now we need to calculate R that is made publically Let B be amatrix such that
known which helps in authentication. B=[vlv2...vk].
vi. For that initially the server computes T = (A(A’A)-1A")
(mod p). dnhuesartie Bars
vii. Next R is computed using the formulae @
R=(S-T) (mod p).

viii. Now the server distributes all the keys and public key to /
all the nodes. & . i
B. Re-Construction of Secret Key for Authentication
T ‘ : PRI,

i.When a new node enters the network it contacts the e ommd

nearest node. (Fig 2) @'

Figure 4: Node Communication with AS



Int. J. of Advanced Networking and Applications
Volume: 01, Issue: 06, Pages. 387-392 (2010)

vi. Using B the server calculates T=(B(B'B)-1B’) (mod p).
vii. Finally we calculate S using the formulae,
S=(T + R (mod p).
Thisgivesthe secret key S.
viii. Now the server matches this key with the original key.
If both the key match the new node is allowed access in
the network otherwise not.
ix. After the inclusion of the new node in the network,
authentication generates the new shares as explained
in the previous section. (Fig. 5)
-
g

4
..4**
L !}‘h f H’l

nu

8
B2

Figure 5: New node accepted in the network

V. ADVANTAGESOVER EXISTING SCHEMES

A. Distributed Authorization

Different roles played by the entitiesin the WMN can
be configured as to support a range of applications
that might include a centralized authorization,
localized authorization (by means of Supervisors),or
even a totally distributed authorization requiring K
regular members.

B. Threshold value for number of nodes required to

authenticate
The certification service we propose stands midway
between the two considered extreme models: It
enforces a security policy that requires a K members
collaborative decision for issuing, renewing and
revocation of certificates. Hence, the decision making
isneither fully centralized nor fully distributed.

C. Prevention of authentication of a node by a
compromised nodein WMN
i. If a node in a WMN id hacked, or an attacker gets an

access to become a part of the WMN, it may allow
any number of new nodes to be a part of the same
network. But, if the distributed policy is used, then,
other (threshold number of nodes) nodes in the
network are also required to authenticate the same.

(Fig 6).
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Figure 6: Compromised node attempts authentication

ii. Now, if the new node in the network (attacker), does not
get the support of a minimum number of nodes
(threshold value, k), the new nodeis denied the
access into the network. (Fig 7)

it S

Figure 7: Compromised node denied access

VI. CONCLUSION

Security is the central issue of any network environment.
Especially in the wireless communication the authentication is
one of the most essentia characteristic that should be
considered very well. In the case of WMN the authentication
becomes very critical issue to handle. However we have
studied the Central and Distributed Authentication mechanism
that can be applied in case of WMNSs but there is more to do
with it. Although the need for a distributed authorization
service is necessary to cope with the WMN necessities, the
challenge still resides in the establishment of trust inside the
network. As explained before, a totally centralized approach is
unlikely to be an ultimate solution for trust establishment
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inside aWMN. It is possible to establish a scheme in wireless
meshed networks, where the entry of malicious bots can be
restricted. The proposed scheme in this paper involves the use
of threshold cryptography and uses the democratic principle
that only if enough (threshold number) of nodes allow a new
machine to enter, can it become a part of the wireless mesh
network.
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